RADIO COMMUNICATIONS 
DEGRADATION & INTEROPERABILITY 
OR 
“CAN YOU HEAR ME NOW?” 
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COMMUNICATIONS FAILURES 
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© Not “IF” but “WHEN” 


° Three primary levels 
e “Everything is functioning well, Bob” 


e “We are working some issues and accessing the impacts, Mr. Defcon” 


¢ “We are in a complete failure, our best people are on it, SIR! 


® There is a 4" level — but we won't go there today 


© Small issues can quickly cascade into a full blown crisis 


[ Normal )Primary systems all functional 


° We don’t need any back-up systems 


* The systems never really fail completely 
* They told us the radio system is “bulletproof” 
¢ Anyway, money and staff time are tight 


(“Compromised | Primary radio, internet and phones are impacted 


* Do we have any back-up systems? 


¢ “I’m sure there’s a manual in one of these cabinets” 

* Have we exercised any of this with our staff? 

* Do our users know how to operate it? 

* Do others know how to reach us and can we communicate with them? 


[ Degraded _]ai primary systems down 


* Please, please tell me we have a plan, some kind of plan 


° Well, who here knows anything? 
° Anyone? Really? 


° Bueller....BUELLER!!!! 


COMMUNICATIONS DEGRADATION 
TRUNKED SYSTEMS 


® Individual antenna site(s) down 


¢ Will take longer to get “go” tones or fringe coverage 


® Loss of connectivity between systems 


® Requires users to go to “Site Trunking” 


® System crash/baseline capability 


¢ Requires users to go to “Site Trunking” 


° Single Talkgroup operation by assignment — usually department-wide 


® Total system failure 


® Direct radio to radio only on conventional /simplex channel 


COMMUNICATIONS DEGRADATION 
SIMULCAST SYSTEMS 


® Individual antenna site(s) down 
° No coverage except “talk-around” 


® Direct radio to radio — minimized range 


® Loss of connectivity between systems 
° No wide area coverage outside of “zone” 


¢ Users are isolated and can only talk to others on the same tower 


® Total system failure 


¢ Direct radio to radio only 


COMMUNICATIONS DEGRADATION 
COMMON ISSUES 


® Frequency saturation 


® Lack of coordinated “Net Style” operations to maintain efficient 


communications 
® Potential lack of training for utilizing the degraded system and backups 
® Back-up equipment maintenance, charging, spare batteries, etc. 


® Limited capability for Interoperable communications 


CURRENT STATE 
KING COUNTY - EASTSIDE O 


© Should 800mHz system be completely unavailable... 


¢ Our 800 mobile & portable radios will only communicate on StateOps 1 - 5 over very 


limited range 


¢ NORCOM has a single VHF channel (154.190) for dispatch /TAC 
° Local sites at Squawk & Rattlesnake are on the microwave link 


¢ Only the Sammamish water tower, SnoPass & Skykomish are on 


leased TelCo lines 


® There is no “onsite” radio at NORCOM should some /all links fail 


CURRENT STATE 
KING COUNTY — ZONE 1 


¢ No Zone 1 backup communications plan exists 
¢ =Minimal VHF channel capacity will cause overload & interference 


¢ NORCOM uses 154.190 for dispatch - any other utilization by individual departments 


will render the channel unusable 
¢ Some departments have licenses for additional VHF frequencies 
¢ These are generally duplicated in the area as a legacy of VHF dispatch 
¢ Without coordination these frequencies will also become unusable 
¢ VHF/UHF Interoperability frequencies are available 
¢ These may be used when coordinated for specific incidents 
¢ =Utilization requires VHF or UHF mobiles and portables 


¢ There is no significant cache of VHF or UHF radios available 
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SECONDARY AND BACK-UP COMMUNICATIONS 


° What's available for my agency? 

° Public Service — Part 90 Radio 
°¢ VHF-Low, VHF and UHF frequencies 
* 700/800 Conventional frequencies 
¢ Many agencies have existing licenses maintained from 15+ years ago 
e Allows access to non Federal NIFOG frequencies 

¢ Amateur Radio — Part 97 Radio 
° Voice 
® Digital modes including email via RF — Winlink email system 
© APRS positioning and messaging 

° Satellite voice and data 

° Other 


INTEROPERABILITY 


® Part 90 radios give you access to a significant number of frequencies 
that are used nationally 
¢ There are several categories — Federal only, licensed required and open 


° These frequencies need to be coordinated within regional areas to minimize 


interference and spectrum overload 
© Some frequencies cannot be used above “Line A” and/or have other restrictions 


° The frequencies and information is available via the NIFOG online 


° A coordinated utilization of these frequencies will give you access to 


personnel, resources and information within your region 
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© WHAT IS NIFOG2 


Non-Federal VHF National Interoperability Channels 
VHF High Band 


*VTAC11-12, VTAC33-34, and VIAC36-37 may not be used in Puerto Rico or the USVI. 
+Default operation should be carrier squelch receive, CTCSS transmit. If the user can enable/disable 


user instructed how and when to enable/disable. 


- VTAC36-38 are preferred; VTAC33-35 should be used only when necessary due to interference. 


- VTAC33-38 recommended for deployable tactical repeater use only (FCC Station Class FB21). 


All channels on this page are NARROWBAND only. Limited to 3 watts ERP above Line A or East of Line C. 
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\\. VHF NIFOG INTEROPERABILITY 
SAMPLE ICS-217 
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VHF NIFOG INTEROPERABILITY 
SAMPLE RADIO PROGRAMMING 
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\. VHF NIFOG INTEROPERABILITY 
SAMPLE PRELIMINARY KING COUNTY ICS-217 


King County Zone 1 


ICS-217 
Revision V4.0 - 12-30-15 
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VHF NIFOG INTEROPERABILITY 
SAMPLE KING COUNTY CR 2016 — ICS-205 


Uperational Period DateiTime 


INCIDENT RADIO COMMUNICATIONS PLAN 


Function Channel Name/ Assignment A, Remarks 
TG Name Tone/ 
NAC 
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Eastside Fire & Rescue _ [800 NORCOM Dispatch 
800 Tactical Battallions #1, 4&5 

800 Tactical Battallion #2 & 3 

800 Tactical STATEOPS 3 FIRE/PD - VO 


Exercise VHF Dispatch DISPATCH 154.0850 154.0850 Excericse VHF NORCOM Dispatch 
VHF Command COMMAND 154.2800 154.2800 Agency DOC 

VHF Tactical Batt. #1 1/O 154.2650 154.2650 Batt. #1 Tactical & Local Partner I/O 
VHF Tactical Batt. #2 1/0 154.2950 154.2950 Batt. #2 Tactical & Local Partner I/O 
VHF Tactical Batt. #3 1/O 154.3025 154.3025 Batt. #3 Tactical & Local Partner I/O 
VHF Tactical Batt. #4 1/0 154.2725 154.2725 Batt. #4 Tactical & Local Partner I/O 


VHF Tactical Batt. #5 1/0 154.2875 154.2875 
800-VHF Patch 
HAM Command Wide 1 Primary SSV Net 

HAM Command Wide B/U 
HAM Tactical 
HAM Tactical 
HAM Tactical 


winlink 1- Wide 14,9500 W 
Winlink 2 Agency OPS 145.6300 W 145.6300 W 
(Camp Murray HF 3.9850 LSB 3.9850 LSB 
Camp Murray HF 7.2450 LSB 7.2450 LSB Secondary HF - Camp Murray 


Satellite Phone DOC or COM80 Phone number: 881622466538 
Satellite Phone BC or Designate Phone number: 881622466539 


Exercise 800 NORCOM Dispatch 
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~ 2016 CASCADIA RISING 
EXERCISE OBJECTIVES 


® Overall communications objectives 


® Operational Communications 


® Demonstrate the ability of Emergency Operations Centers (EOCs) to 
establish and sustain voice and data communications with other EOCs 
and with the general public to include basic restoration of 
communications infrastructure within the impacted area to support 


response operations and coordinated public messaging 


° Amateur Radio is significantly involved and highlighted by 
FEMA and the PNW Section of the ARRL 


~ 2016 CASCADIA RISING 
EXERCISE OBJECTIVES 


® Specific communications objectives 


° 1* Operational Period mimics a complete loss of Primary 
communications 
© Communications outage — all traditional communications systems that EOCs 


routinely rely upon —i.e., the internet to include e-mail, and landline and 
cell-phone service is ‘taken out’ during exercise play 


OR 


* Communications degradation — One or more forms of traditional 
communications systems are taken out, but leaving others functioning — i.e., 
taking out the internet/email, but letting players continue to use cell phones 


~ 2016 CASCADIA RISING EXERCISE 
EASTSIDE FIRE & RESCUE OBJECTIVES (PRELIMINARY) 


® Assessment ® Communications 


° Personnel, station and apparatus ° Identify availability — 800Mhz 
© Capabilities radio, telephone /fax, internet 

® Communications degradation 
Utilize VHF /HAM as per ICS-205 
BC and/or DOC contact 


NORCOM or COM80 — VHF 
dispatch on .190 


Battalion level operations 


® Ongoing safety 


® Available resources including food, 
water, hygiene, comfort, etc. 


Station level operations 
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2016 CASCADIA RISING EXERCISE 
COMMUNICATION LEADERS WORKGROUP 


° Workgroup objectives 
® Bring various Communications Leads together to collect their planned ICS-205s for the event 
° Review spectrum usage 
* Gain a better view of radio operations as a whole and each team/agency /city’s’ objectives 


¢ Attempt to coordinate frequency utilization to reduce interference and spectrum overload 


® Expected results 
® Master ICS-205 with sorting capability and lookup 


® Information on how each player may be reached during phases of the exercise 


® Ongoing process 
¢ Maintain and grow the Workgroup within King and adjacent counties 


® Create and maintain an area-wide ICS-217 and provide coordination and information 


© 3rd working meeting tonight @ Com Academy 


QUESTIONS? 


